Backup of the private key in Windows 8

Click on key Start, and write certmgr.msc and then click on searched icon
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In certmgr click on Certificate Enrollment Request/Certificates
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Choose the private key, right click it and select All Tasks/Export
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Export a certificate

in the Export wizard choose Next

o# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps vou copy certificates, certificate trust lists and certificate revaocation

lists From a certificate store ta your disk.

A certificate, which is issued by a certification authority, is a confirmation of wour identity
and contains information used to protect data or bo establish secure network.
conneckions. A certificate store is the system area where certificates are kept.

To continue, click Nexk,
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mark option ,,Yes, export the private key” and then Next

& ¥ Certificate Export Wizard

Export Private Key
‘ou can choose to export the private key with the certificate.

Private keys are password protected, If vou wank to export the private key with the
certificate, you must bype a password on a laker page.

Do you want to export the private key with the certificate?
(®) ves, export the private key

()Mo, do nok export the private key
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leave the current PKCS #12 format setting

€ L# Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of file formats.

Select the format vou want ko use:
DER encoded binary %.509 (.CER)
Base-64 encoded x.509 {.ZER)

Cryprographic Message Svntax Standard - PKCS #7 Certificates { P7E)

Include all certificabes in the certification path if possible

(®) Personal Information Exchange - PECS #12 (PFX)
Include all certificates in the certification path if possible

[ pelete the private key if the export is successful
[JExport all extended propertiss
Enable certificate privacy

Micrasaft Serialized Certificate Store {,55T)
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enter password, which will protect this backup and select Next

& b# Certificate Export Wizard

Security

To maintain security, wou musk protect the privake key to & security principal or by
using a passward,

Group of user names (recommeanded)

Add

Remaove

Password:

Confirm password:

Encryprion: | TripleDES-5HAL w~
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choose location, where will be your backup stored with option Browse

€ L+ Certificate Export Wizard

File to Export
Specify the name of the file vou want to expart

File narne:
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you can choose to save it on Desktop and then select option Save
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File name: |

Save as type: | Personal Information Exchange (%.pfx)
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proceed with button Next
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File to Export
Specify the name of the file you want to expaort

File: narne:

CiiUsers\admin|Deskiopibackup. pfx
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for completion choose Finish

& L Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

‘fou hawve specified the Following settings:

Export Keys
Include all certificates in the certification path Yes

File Forrnat Personal Information Exchange (*.pfx)]

Finish Cancel

Exporting your private signature key >

An application iz requesting access bo a Protected item.

Paszword for:
Crypto& Pl Private ke

Cancel Details. .

Certificate Export Wizard >

The export was successful.

file with backup which contains private key is saved in choosen location.



